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Abstract

This thesis describes an HTML5 mobile web application that is an administration
tool to facilitate trail and shelter maintenance for outdoor clubs. The shelters and lean-tos
of the Green Mountain Club of Vermont will be used as demonstration data and proof of
concept.
Currently, volunteers of the GMC are asked to fill out paper forms to report their
findings to the headquarters. This project will replace this paper form, giving the
volunteer another option to improve the speed and efficiency of the delivery of these
reports.
Technologies used were HTML5, CSS, Javascript, jQuery Mobile, jQuery, PHP,
and MySQL. It was built using the jQuery Mobile framework which will allow it to be
viewed across the majority of mobile devices and tablets. The application was written
with standards-based Web technologies.
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Chapter 1 Introduction

Outdoor clubs, such as the Green Mountain Club of Vermont, rely on volunteers
to keep trails and shelters in top shape throughout the year. Volunteers are assigned
sections of trail and shelters to maintain, and are asked to observe conditions and note
any actions that may need to be taken. I have developed an application that will allow
volunteers to use their mobile devices to fill out forms on the trail, keeping the details as
accurate as they can get. A section of the application will act as a trail maintenance guide
with static information about best practices. An administration website will maintain the
results and also fulfill a reporting function for club coordinators.
The application will benefit the outdoor club by streamlining the process of
coordinating and maintaining a large volume of reports. The reporting function of the
administration page will allow the club administrators to see what areas need work, what
areas may be lacking volunteers, and general statistics. Volunteers will benefit from the
ability to enter the information on their mobile devices while it is still fresh in their
minds. They will not have to wait until they reach a desktop computer; they can even
enter it on the trail.
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According to the Green Mountain Club website (Green Mountain Club, 2012), the
potential audience for this tool is large.

What is the Green Mountain Club? The Green Mountain Club is the “founder,
sponsor, defender and protector” of the Long Trail System and develops policies
and programs for “the preservation, maintenance, and proper use of hiking trails
for the benefit of the people of Vermont.” The GMC is a private, nonprofit with
nearly 9,000 members. More than 800 volunteers work to maintain, manage, and
protect the Long Trail System.
What is the Long Trail? The Long Trail is a 270-mile footpath that follows the
main ridge of the Green Mountains. More than 175 miles of side trails connect to
the Long Trail from the east and west.

As the text above mentions, more than 800 volunteers work on the Long Trail to
maintain shelters and trail systems. The GMC divides the state into fourteen sections.
Each section is managed by local chapters and volunteers choose an area that is most
convenient for them to work on, and join that chapter. This project intends to increase the
efficiency of managing maintenance reports from such a large number of volunteers.
The decision to concentrate on mobile devices was an easy one. The digital
marketing company comScore, Inc. reported in December 2011 that 91.4 million people
in the U.S. owned smart phones, up 8 percent from the preceding three month period
(comScore, 2011). This demonstrates that more and more people are acquiring smart
phones, and there will be less of a learning curve for this application.
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Context and Background
I volunteer for the Green Mountain Club of Vermont. My duties include checking
the condition of a lean-to on the Long Trail three times per year. The lean-to is an
overnight shelter at an elevation of 3,560 feet, 10 miles from the nearest road, and takes
abuse from the weather through all four seasons. GMC volunteers are tasked with
ensuring the structure and surrounding trails are in proper order by reporting their
conditions to the headquarters. Some of our responsibilities include keeping the site free
of trash, making minor repairs to the shelter, ensuring the water source and trail are clear,
and that the outdoor privy is functioning properly.
Currently, volunteers are given a paper maintenance form as seen in Figures 1 and
2. This form is filled out by hand and later submitted by mail to the headquarters in
Waterbury, Vermont. There are many reasons why this is not the best option. Mail getting
lost in the system, illegible penmanship, and for some, a waste of paper are a few of these
reasons. My project will increase the efficiency of generating and processing
maintenance forms.
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Figure 1: Current Paper Form - front side
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Figure 2: Current Paper Form - back side
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Many classes at the Harvard Extension School have contributed to the skills and
background information needed to complete this project, but two stand out: CSCI 69
Smartphone Application Dev and CSCI 75 Building Dynamic Websites. They introduced
me to PHP, MySQL, and jQuery Mobile which will be at the core of this project.
The project can be broken up into two deliverables: the mobile application and the
online reporting and administration tool.

Goals and Project Requirements
The primary goal of this project is to make the process for reporting the
observations of maintenance trips to the Green Mountain Club more efficient for
volunteers, as well as for administration users.

Volunteer Portion
The first requirement was to make the application work on most mobile devices.
It must be as easy to navigate as possible on these devices, and work from one code base.
The second requirement was to make the switch from paper forms to this application
seamless.

Admin
A third requirement was to create a robust reporting feature for the club admins to
make use of. Admins work at the GMC and monitor the volunteers. They will be able to
run reports on their users and shelters as well as having the ability to export PDFs, export
CSV files, and monitor trip reports.
6

Solutions
To address these requirements, the jQuery Mobile framework was chosen. It
provides broad support for the vast majority of all mobile devices. They make it easy for
the developer to concentrate on getting the functionality and features finished without
having to worry about design and how it will look on every mobile device (jQuery
Mobile, 2011). Much thought and consideration was given to the user interface (UI) of
the application and how it will appear on different devices.
The project makes heavy use of online forms. Forms can be very cumbersome to
navigate through. In an article on the forum uxmatters, Shanshan Ma first suggests
keeping long forms to a minimum by breaking them up across multiple pages (Ma, 2011).
The volunteer will be able to work through these as steps. The second way is to prefill
some of the users' data so they do not have to type everything into the form. And the third
way is to set some correct defaults to questions that have a common answer.
Satisfying these requirements should encourage volunteers and club admins to
make use of the application which in turn will keep site and shelters more up to date with
more reports. Problem areas will be monitored and if needed, action can be taken quicker
than waiting for the paper forms to arrive.

Prior Work
After much research, I was unable to identify any existing applications that solely
serve as maintenance logs for volunteers. There are many outdoor mobile sites that use
the GPS capabilities of the device, but that is not the focus of this project. I then tried to
7

find applications that may be related to hiking and outdoor activities. The jQuery Mobile
site has a great resources area which was a useful place to start. One resource they link to
is called the jQuery Mobile Gallery. Here, they choose sites that are using this new
technology in great and interesting ways.
Outdoor jQuery Mobile Sites
The website www.trailheadfinder.com is a mobile site built with jQuery Mobile
that assists the user with finding trailhead locations. Users have the option to narrow
down the area they are searching – by choosing USA and then Vermont, it will list
selected trailheads in that area with directions, photos, and GPS coordinates. I adopted
many of their techniques such as lists, expandable sections, and Google Maps. A
screenshot of the screen flow follows.

Figure 3: Example showing www.trailheadfinder.com
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The Appalachian Mountain Club has a mobile site that also uses jQuery Mobile –
http://www.outdoors.org. The site has more of a general information feel than a tool for
volunteers. Users can find information about local clubs, check conditions on trails, and
join or renew memberships. The site has a nice popup calendar feature as seen in Figure 4
which I incorporated into my project.

Figure 4: Example showing outdoors.org use of calendar on mobile site

Mobile Login Forms
The next research phase was for mobile login forms. The overall design of the site
is focused on clean lines and no overcrowding of data, so I wanted to see how other sites
implemented login screens. Figure 5 features Twitter's clean login form as well as a few
sample logins taken from the designer showcase website dribble.com (Dribble, 2012). I
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did not want to overcrowd the login area and felt these were excellent examples to model
the login form after.

Figure 5: Examples of mobile login forms

Summary
This document describes the Outdoor Shelter Maintenance Report Web
Application. It will discuss the choices and decisions that were made in its
implementation to meet the above requirements, including design, development, and user
studies. I will show that increasing user efficiency is a great way to maximize the
volunteers' time. They will not want to spend time trying to learn the application, so it
must be straightforward.
10

Chapter 2 The Site Maintenance Application

The Site Maintenance mobile web application will make the process for reporting
shelter conditions to the Green Mountain Club more efficient for volunteers as well as
club administrators. Volunteers will be able to access the reporting function from their
mobile or tablet devices anywhere that has a network connection. Administration users
will be able to run reports and monitor the status of volunteer reports. An audience that
cares deeply about the environment will produce less paper waste. This chapter will cover
a walkthrough of the main sections of the project and will be broken up to include the
Volunteer View and the Administration View.
Volunteer View
Upon accessing the site for the first time, the volunteer will be asked to register
for the site. He will register an existing email and a password which will become his user
id. Once this is submitted, it is sent to the administration team for review. The
administrators can then verify if the user is a member of the club. This will keep the
general public from registering and using the application. The account will then be
approved and the user allowed to login. Before logging in, he can choose the option for
the application to remember his login for the next visit. This is an important feature for
iPhone users who want to access the app from a saved icon on the home screen. Mobile
Safari does not remember the login info once the application is closed down, so setting a
11

cookie will allow this user to bypass login every time after that. This will make it more
convenient for the user. If the user has forgotten his password, he can choose the Forget
Password option and a new password will be randomly generated and emailed to him.
After successfully logging in, the home screen displays five menu options: New
Trip, Edit Trips, Alerts, Shelter List, and Guide. There is also an options page that will
allow the user to change their password. A logout option is present as well.

Figure 6: The home screen of the application

New Trip
The New Trip view allows the user to set up a trip. There are three options that
have to be set up and they are all required fields: Trip Name, Date of Visit, and Shelter.
By choosing the Date of Visit option, a small date box will popup, making it easier for the
12

user to choose an appropriate date. The default is today's date and the user can scroll to
nearby dates. Upon submitting the New Trip view, the Trip Details screen will show and
present the user with more options, as seen in Figure 7. The page is also accessible from
the Edit Trips menu item on the homepage.
This is where they enter all the relevant information they gathered on their visit to
the shelter. As shown in Figure 7, they will have the ability to enter the following
information: Trip Info, Work Completed During Visit, Structure Checklist, Action Items,
Privy Checklist, Signs, Outdoor Misc, and Additional Comments. After successfully
entering information, the item will display a check mark and change color. Instead of
offering the user one large form, it is broken up into eight steps which will help with
navigating around the application. Choices in the form will automatically default to the
most common answer, speeding up the process for the volunteer.
The volunteer then has the option to submit the trip to the GMC, or if they feel
they have added it incorrectly, they can remove it. The user is presented with a
confirmation box that verifies what they have chosen. This prevents problems that may
arise if the volunteer accidentally hits the buttons – an easy thing to do, especially
outdoors in the winter.
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Figure 7: Three views showing the Trip Details page

Edit Trips
The Edit Trip view keeps track of trips that have been submitted and trips that are
currently being worked on. On the home page, next to the menu item, is a count telling
the user how many trips are currently being worked on. This is a great reminder to the
user that a trip is incomplete and needs to be submitted. Forcing the user to submit the
trip they are working on before creating a new one came up while working on this. It was
decided that volunteers may be working on multiple trips. The view uses expandable
sections to keep the page and data more manageable. The area is sorted by the most
recent trip date. After clicking the trip they want to access, the user is sent to the Trip
Details page as seen in Figure 7.
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Figure 8: Edit Trips view

Alerts
In the Alerts view, users can check for messages issued by trail administrators. As
shown in Figure 6 on the homepage, next to the menu item, there is a count reminding the
user how many alerts they have been sent by the GMC. This view also uses the
expandable sections. At the top of the page is a search box that the user can use to narrow
down the results of the page. It searches anything on the page, so if he knows the content
or subject of a past message, he can type it in and the page will then only show those
results.
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Figure 9: Alert View showing full list and list that has been narrowed down.

Shelter List
The Shelter List view displays all the shelters that are currently located on the
Long Trail regardless of whether or not the volunteer is assigned as the adopter. This is
helpful if the volunteer has to research the location of other shelters or find a shelter for
the night. As with the Alerts list, this page also contains a search box. If the user knows
the shelter they are looking for, they will be able to narrow the list down instead of
scrolling. This makes is easier for the volunteer to find the information they need.
The app displays general information on each shelter including the name, the
latitude, the longitude, any comments that the admin user may want the volunteer to
know, and a button to see the shelter on a map. Comments could range from warning of a
local porcupine to general directions on how to find the shelter. The map uses the Google
Maps API to place a marker and set the view level. If a user clicks on the marker, they are
presented with the coordinates, and any comments that may be attached to the shelter. If
16

there are no coordinates set up, then no map button will display. The user will be able to
scroll the map as well as zoom in and out with the usual gestures.

Figure 10: The Shelter List Views: default, expanded, and map view

Guide
The Guide view presents the user with information on how to best do their job, as
well as any information that the GMC feels will be of use to the volunteer. It is presented
as image files and thumbnails. The user can touch any image, and then swipe to the
previous or next item. They are also able to zoom in on the item. Figure 11 shows the
thumbnail view using example data taken from American Trails website (American
Trails, 2012).
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Figure 11: The Guide view

Administration View
Users who are given administration privileges are able to access the admin area
where they have access to change and edit users, trips, alerts, and shelter information.
Admins use the same login system as the volunteers, but once they have logged in and
their status as admins has been checked, they are redirected to the admin home screen.
The admin area is set up with security that checks their user level and if they do not have
clearance and are logged in, they are redirected back to the home screen. If they are not
logged in, they will be redirected to the login page. This keeps out users who may know
the URL for the admin area, but do not have the access level. If an admin accesses this
area on a mobile device, they are warned once that it is best used on a desktop device. A
cookie is set and they are not reminded again.
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The admin menu includes: App Home, Admin Home, Users, Alerts, Shelters, and
Trips. A logout option is present as well. Currently, the Admin home is highlighted below
using cascading style sheets. The menu will highlight the area you are currently in.

Figure 12: Admin area navigation, showing the different sections

Admin Home
Upon accessing the Admin Home screen, the admin is presented with a dashboard
layout as seen in Figure 13. S. Few gives a definition of a dashboard in his book
Information Dashboard Design (Few, 2006).
“A dashboard is a visual display of the most important information needed to
achieve one or more objectives; consolidated and arranged on a single screen so
the information can be monitored at a glance.”
The dashboard presents three commonly used items: the last ten trips that have
been submitted, the last ten users that have registered, and any tasks that may have been
marked as urgent.
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Figure 13: Admin Dashboard
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The last ten trips submitted are layed out in a table with the ability to edit the trip
information, to generate a PDF of the trip or to access a list of trips associated with the
selected shelter.
The last ten users list allows the admin to quickly edit user permissions, allowing
usrs to either access the app, or become an admin. The user is then sent a notification via
email when their account status has been changed.
The urgent items lists anything that the volunteer may have marked as urgent or
may need help with. This allows the admin to coordinate help and get it to the shelter area
as soon as possible. This list also implements a paging and search feature that is used on
many of the administration screens as seen in Figure 14. Paging breaks the result set up
into a more manageable list.
The paging feature lets the admin see 10 items at once. If there are more than 10,
they are given a link at the bottom which will bring them to the next page. By clicking a
column label, you can sort the rows by that attribute. The search box allows them to do
any free text search of the table if they know what they are looking for. It then presents
them with a list of the matching results. This is a great feature that increases the
efficiency of finding what the admin is looking for.
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Figure 14: An example showing the paging and search feature

Another example of a feature that is used throughout the administration screens is
the use of a modal window as shown in Figure 15. Modal windows are interfaces that
keep the user on the same page instead of sending them off to a different page to perform
a minor task. They are distinguished by setting a darker background color that lays over
the page with a small box with a border above it. The user just has to click anywhere on
the screen outside the popup, and the page underneath will re-appear, dismissing the
modal window.
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Figure 15: Example of a modal window

Across much of the administration area, the app allows admin users to generate
PDFs of selected trip reports. Reports currently are sent to the GMC using the same
design, so creating PDFs is a seamless way for the GMC to adopt this mobile form
process.
The ability to export lists as a comma separated value (CSV) file format is used
throughout multiple admin pages as well. The CSV format is a plain text file that stores
spreadsheet information in a format with each field separated by a comma. This is
readable by most text editors. This allows the admin to export any list, and import it into
Microsoft Excel or an editor of their choice. They are then able to send updates to nonadmins who may want to see the data.
23

Users
The Users page lists all the registered users, sorted by last name, user level, last
login date and time, and email address. From here the admin has the ability to add a user,
change all of the user data, view all the trips that an individual user has submitted, as well
as send the user an alert. The admin can monitor the last login dates to determine if a
volunteer is keeping up with their commitment to visit each location three times per year
and submit their paperwork as required. This list of users can be exported as a CSV file.
Editing the user data opens up a modal window and presents the admin with the
ability to change first name, last name, email address, password, active level, admin
level, and to add an internal comment about the user. This comment area is only
accessible by the admins. It can be used to add notes about the user, or any problems that
may have occurred that need to be documented.
The password field on the form is left blank. It is stored in the database as a hash
value using SHA1 security, turning the password into a 40 character string. It is
encrypted one way, meaning it cannot be unencrypted. “It’s useful when you need to store
sensitive data that need not be viewed in an unencrypted form again” (Ullman, 2012).
Alerts
The Alerts page lists all the alerts sorted by date, as well as listing the subject,
message, and who the alert was sent to. This data is presented with the pagination
functionality, making it easily searched and sorted. This list can be exported as a CSV
file.
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If an admin selects “send an alert”, a modal window will open. The admin can
either choose to send an alert to a single user or to all the users at once. This is an
important feature for getting info to volunteers. These could be reminders of work to be
done, bear sightings, inclement weather, etc...
Alerts are one-way: they are sent by the admin to one or more volunteers. There is
no way in the app for a volunteer to reply to an alert. There is also no way for the admin
to edit an alert once it has been sent. This assures that the message does not change once
the user views it.
Shelters
The Shelters page lists all the shelters along with their longitude and latitude. As
with the other areas of the UI, it is also presented with the pagination functionality
making it easily searched and sorted, as well as the ability to export as a CSV file.
The admin can add a shelter, edit the shelter's info, view it on a map (as seen in
Figure 16), or see all the trips that are associated with this specific shelter. If the admin
decides to edit the info, a modal window opens, and presents the option to add comments
to each shelter individually. This info will appear in the Shelters area of the volunteer's
app. Viewing all the trips associated with an individual shelter is an important way for
admins to assure that three trips per year are being made.
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Figure 16: Example showing location of shelter in a modal window

Trips
The Trips page by default lists all the trips that have been submitted by the
volunteers. They are displayed with the pagination functionality and are sorted by the
shelter name. In the Trips area, the admin can edit any of the trip information, or view
and print a PDF. If the admin chooses to edit the trip, they are brought to the trip
information area inside the volunteer's view and can make any changes.
This page can also be redisplayed depending on the user preference. As
mentioned, it lists all trips by default. There is also a menu item to only show trips that
users have deleted. This helps the volunteer who may have deleted a trip by accident;
26

they can contact an admin to reactivate the trip. This page can also list all the trips
associated with a particular shelter. The admin accesses this from the Shelters page, under
the Actions menu. The final way to display this page is sorted by user. That will list all
active trips that a user has submitted. The admin will need to access the user's page, then
View All Trips under the actions menu.
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Chapter 3 Technology Choices

This chapter will discuss the design decisions that went into developing the
application.

Mobile Web Site Best Practices
In the book Programming for the Mobile Web, M. Firtman mentions a few things
to keep in mind when building a mobile site (Firtman, 2010). These rules try to minimize
the content that is shown on the screen, as mobile browser windows have limited real
estate:
1. Keep the main navigation to three or four links
2. Use all the available width (i.e., not columns) for links, list elements, text inputs,
and all possible focusable elements
3. Group large lists by categories
4. Use lists rather than tables
5. Don’t use text images
I implemented these guidelines into the project in the following ways. The main
navigation on the home screen has six menu options which do not scroll off the screen.
This saves the user from scrolling which takes time. The width of the site is set to 100%
so it will take up the full screen automatically. This prevents the user from having to
double tap on the screen in order to enlarge the text. The Edit Trips page is a list that is
separated by the “In Progress” and “Submitted” statuses.
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jQuery Mobile
jQuery Mobile (JQM) is a new framework that was most recently released to
version 1.01 on January 26, 2012 (Parker, 2011). When I started, jQuery Mobile was in
Alpha. It moved to Beta during phase 2 of implementation, and V1 during system test.
New improvements and enhancements were frequently added so it was imperative that I
keep up with the releases, verifying that the site was able to handle the new code. I
checked their blog postings every week to make sure I was not missing anything.
JQM uses “HTML 5 and CSS 3 features to enhance basic HTML markup to create
a consistent mobile experience across supported platforms, making heavy use of the
HTML 5 specification for custom data-attributes” (Reid, 2011). This was an important
fact in deciding on how to approach this project. I was already familiar with HTML 5 and
CSS 3 so the learning curve was not too high. Figure 17 shows the same page viewed on
an iPhone and on an Android device. I was able to ensure that the look and feel stayed
consistent across devices.

29

Figure 17: The application seen on iPhone (l) and Android (r) devices

Another standout feature that JQM implements is responsive design, meaning the
UI will render responsively across different display sizes (Broulik, 2011). As seen in
Figures 18 and 19, the same UI will display appropriately on iPhones in the portrait or
landscape mode. Since landscape mode has more screen real estate, the text will shift to
the left of the text fields automatically.
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Figure 18: Responsive design showing portrait mode on an iPhone

Figure 19: Responsive design showing landscape mode on an iPhone
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Responsive Web Design
With responsive web design, I wanted to provide a consistent look across multiple
devices and orientations for the volunteers, increasing the usability of the users
experience. Ethan Marcotte, who coined the term Responsive Web Design, mentions
“You’ll find that responsive designs, when properly built, can provide your users with a
high level of continuity between different contexts” (Marcotte, 2011). There is no need to
confuse a user with something that they are already familiar with. It should not matter
which device or screen resolution the user decides to view the site on, the page should
adapt.
In Ethan Marcotte’s book, Responsive Web Design he sets out the three core
elements that a web site must follow to properly meet a responsive design:
1. A flexible, grid-based layout
2. Flexible images and media
3. CSS media queries
The first two items are a departure from the normal way of thinking about laying
out web sites. He wants web developers to stop thinking about fixed pixel widths. So
rather than a column being 400px wide within an 800px wide site, the column would then
become a percentage of the overall width. In this case it would be 50%. The same
thinking should also go into images as well. Ultimately, this will allow the design of the
site to adapt to the device resolution.
The last item, CSS media queries, allows the web developer to collect information
about the user's device and apply the appropriate style. An example would be determining
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the current browser size with the .min-width parameter. The example below is placed
inside the CSS file and will only apply the styles if the the minimum width is determined
to be at least 480px wide, which is the iPhone width in portrait orientation.
@media screen and (min-width: 480px) {
/* Styles */
}

The major benefit of implementing a responsive design is not having to interfere
with a users browsing experience. The experience will be the same, whatever device the
user deploys.
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Chapter 4 Implementation

Database Decisions
I chose MySQL as the database for this project. A few of the reasons I selected it
are that it is open source, very fast, reliable, and easy to use. It is a relational database
management system, meaning that all the data is stored in separate tables rather than one
big storeroom (MySQL, 2012).
Figure 20 shows a diagram explaining how the volunteer and admins will interact
with the database over HTTP.

Figure 20: Diagram showing database interactions
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Figure 21 shows the connections between the tables. Each table has a primary key
which is identified as “P” in the diagram. Foreign keys are identified with “F” and act as
connections between the rows.

Figure 21: Database table connections

I chose phpMyAdmin as the tool to handle the administration of MySQL over the
web. Figures 22-25 show the data structure views of phpMyAdmin, created for this
project. Four tables were created: alerts, shelters, trips, and users.
Alerts Table
The Alerts table holds all the information needed to send alerts to all users at once
or individual users.
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Figure 22: Alerts

Shelters Table
The Shelters table holds all the relevant information gathered on the individual
shelter locations.

Figure 23: Shelters

Trips Table
The Trips table does all of the heavy lifting of this site. It holds all the information
that the volunteer is required to enter.
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Figure 24: Trips table structure
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Users Table
The Users table holds all the information that is required of the user to register
with the site.

Figure 25: Users table structure

Below is an example of a MySQL statement that was used. In this statement, the
goal is to list the last 10 trips that have been submitted. The results will appear on the
main dashboard page of the administration area. Since not all of the information is stored
in the trips table, I will have to join information from the users and the shelters table as
well. This statement below selects all the information that is to be displayed from the
proper tables and makes sure the trip has the submitted status of “1” which means the
volunteer has submitted it. It must also have the removed status of “0” which means that
it has not been deleted. I limit the statement to only pull out the last ten trips that meet the
requirements.
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SELECT trips.trips_id,
trips.trip_name,
trips.visit_date,
users.first_name,
users.last_name,
shelters.shelters_name,
shelters.shelters_id
FROM
trips
INNER JOIN users
ON users.user_id = trips.users_id
INNER JOIN shelters
ON trips.shelters_id = shelters.shelters_id
WHERE trips.submitted = '1'
AND trips.removed = '0'
ORDER BY trips.visit_date desc
LIMIT 10

PHP
“PHP is a scripting language that brings websites to life by displaying and
updating information dynamically” (Powers, 2010). I didn't have a lot of experience with
PHP before this project started so I decided to join Boston PHP meetup group in the
Spring of 2011. This group meets once a month in Cambridge, MA to discuss best
practices with PHP, Web Development, and Open Source technology. I felt it was a great
way to get immersed in the culture and ramp up for the thesis.
One example of how PHP was used throughout the project can be found on the
page header of each page. Instead of including the <title> tag individually on each page, a
title variable is set and passed into the header include file. As seen below, the “isset”
function is used to verify whether the $title variable has any value associated with it. If it
does, it will print it out “Green Mountain Club | Trip Details” and appear as the header of
the page, otherwise it will print just Green Mountain Club. The isset function returns
either true or false.
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//set the page title
$title = 'Trip Details';
//included in the header include file.
<title>Green Mountain Club
<?php if (isset($title)) {echo "|
</title>

{$title}";} ?>

Login Form
This application requires all users to register and log in at first so I wanted to pay
special attention to this process. I adapted the login form from PHP and MySQL for
Dynamic Web Sites (Ullman, 2012). The user is able to register, login, change their
password, and receive a new password to the registered email address if they have
forgotten theirs. This is important since volunteers may only use the application three
times per year and may need help remembering the password. When the user successfully
enters their email in the Forget Password input form, the new password is uniquely
generated with the “uniqid” function and updates the password column of the user table.
An email is then sent using PHP's mail function. An example of how the forgot password
process works follows:
// Create a new, random password - 10 characters long:
$p = substr ( md5(uniqid(rand(), true)), 3, 10);
// Update the table with this new encrypted password
$q = "UPDATE users SET pass=SHA1('$p') WHERE user_id=$uid LIMIT
1";
// Send an email to the user with the new password:
$body = "Your password for http://www.example.com has
been temporarily changed to '$p'. Please log in using this new
password and this email address. Then you may change it to
something more familiar.";
//process the mail
mail ($_POST['email'], 'Your temporary password.', $body, 'From:
xx@sample.com');
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Native App versus Mobile App Choice
During the proposal stage of this project I decided that I would build a native app
for the iPhone, wrapping it in the Phonegap framework. This framework would allow the
app to be written with web technology standards and also gives it the ability to access the
device's hardware including camera (Phonegap, 2012). This seemed like a great idea,
until I met with my thesis director, JP LaFond. One of his first comments to me was
about that very idea. He mentioned that he was almost positive that Apple would reject
any applications that required the user to log in in order to function. He was correct. In
the App Store Guideline document under Section 17 it mentions this exact point (Apple,
2012).
17. Privacy
17.2 Apps that require users to share personal information, such as email address
and date of birth, in order to function will be rejected
This threw me for a loop, but then I decided that I would create an HTML5
mobile web app. With the use of jQuery Mobile, I would create an app that would mimic
the look and feel of a native app. One of the problems that arose with this idea was the
ability to access the devices camera. As of February 2012, there is no way for users to
access the camera with Mobile Safari. This feature remains on the top of my and many
developers' wish lists (Pearce, 2011).
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Development Environment
This project was coded completely on a Macbook Pro running OS X Lion; coding
was done on a staging server with Panic's Coda, a text editor with FTP capabilities. I did
not have any prior experience with it but decided that I wanted to learn a new code editor
while working on this project. Google Chrome and the developer tools that come along
with it were also heavily used. Chrome's javascript debugger came in handy on many
occasions. I relied heavily on three web sites as well for their great reference capabilities:
stackoverflow.com (great for troubleshooting problems), www.php.net (the online PHP
manual), and jquerymobile.com (with its vast demos and tutorials). I could not have
completed the project without access to them.
Figure 26 shows the Google Chrome developer tools in action. This example is
from the Shelter List. The first item in the list is highlighted showing which CSS classes
are attached to it.
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Figure 26: An example of the developer tools included with Google Chrome

Code backups were done 2-3 times per week to ensure everything was safe. I
would copy the code base and SQL scripts to an account setup on dropbox.com as well as
a copy on my local computer.
Security Methods
In MacIntyre's book, PHP: The Good Parts, he mentions that any area of your
website that allows for data input is a potential risk area: data entry forms, search inputs,
query strings, and so on (MacIntyre, 2010).The primary function of this app will be to
collect user input, so the following security methods are essential in ensuring data is safe.
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Validating the Users Level
The app requires the user to log in, so precautions were taken to prevent
unauthorized use of the site. I set two security levels: admin and user. The admin level
allows the user access to the whole site, and the user's access only allows them to get into
the volunteer section; they are not allowed into the admin area. If the volunteer tries to
access an area that is off limits, they will be redirected back to the homepage. This was
done by creating a function which checks the user level set in the session and including it
at the top of each page as follows:
//add this line to the top of every page
//check to make sure they can access this area
//”user” is the volunteer and “admin” let's them see all
checkPermission('user');
//then include this function in the config file
function checkPermission($area) {
//check for admin status
if ($area == 'admin') {
//check to see if they have logged in and if they are
able to access this area
if (isset($_SESSION['user_level'])){
if ($_SESSION['user_level'] != '1') {
// Redirect the user
redirect_user();
}
} else {
// Redirect the user
redirect_user();
}
//or check for logged in session variable
} else {
if (!isset($_SESSION['first_name'])) {
// Redirect the user
redirect_user();
}
}
}
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Preventing SQL Injection Attacks
A SQL Injection attack occurs “when a malicious user attempts to insert bad code
into a site's SQL queries thereby revealing something about the script or database or
completely removing the database all together” (Ullman, 2012). I implemented several
safeguards to prevent this. The first is running any user-submitted data through the
mysqli_real_escape_string() function. This makes the data safe by escaping characters
that my be problematic and ensures that the query will run as intended. Escaping adds
backslashes to characters such as ', preventing an attacker from embedding extra SQL
statements into the string.
//run the post data through the real escape string
$email = mysqli_real_escape_string ($dbc, $trimmed['email']);

The second was the use of prepared statements. These statements send the SQL
syntax to MySQL first making sure it is valid, then sends the specific values separately.
“The benefits of prepared statements are important: greater security and potentially
greater performance” (Ullman, 2012).
What follows is an example of how a prepared statement was used in my project.
The example is from the shelters page within the administration area. A new shelter needs
to be added, so the form is submitted to the page, the variables are set, and the INSERT
SQL statement is run. What makes this a prepared statement is the use of question marks
as the INSERT values and the ability to bind parameters with the variables. In this
example I am sending four strings to the database, “ssss”. This will tell MySQL to expect
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four strings. Other options would be to use “i” for an integer, “d” for a double, and “b”
for a blob.
//Setup the SQL statment
$stmt = $dbc->prepare("INSERT INTO shelters (shelters_name,
latitude, longitude, comments) VALUES (?, ?, ?, ?)");
//bind the parameters with variables
$stmt->bind_param('ssss', $sn, $lt, $ll, $c);
//run the statement
$stmt->execute();

Incorporating prepared statements is an important step in securing the application.
Securing Cookies
While logging into the site, the user has the option to remember the login so they
can bypass it the next time. This state is saved in a cookie stored on the user's device.
This data can be sniffed out by malicious users, so I decided not to store the username or
password, but to store a random generated token that will change each time someone logs
in. That will make it tough for the the attacker to guess and steal the token. When the user
accesses the page, it checks for the use of a token. If there is one there, it searches the
database for the exact token and creates a session with the user's information. A way to
increase the security of this option and will be added at a later date would be to make the
token expire after one use. The new token is generated as follows:
//if the user has decided to save the login, create a random
//token and update the users account with it in the database
if ($_POST['checkbox-1'] == 'on') {
$newToken = md5(uniqid(mt_rand(), true));
setcookie("token", $newToken, mktime()+(86400*30), "/");
}
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The above cookie is set by default to expire after 30 days or if the user logs out, it
will be removed from the client's computer. “Removal of the cookie information from the
client’s computer where, in one sense, you are a guest is always the right thing to do. It’s
good to clean up after yourself” (MacIntyre, 2010).
Open-Source jQuery Plug-ins
I chose to use a few open-source jQuery plug-ins throughout the project to
improve the usability of the users experience. Regarding HTML5, Jeremy Keith spoke
about a few design principles including “Do not reinvent the wheel” and “If it ain’t broke,
don’t fix it” that back up this choice (Keith, 2010). If plug-ins already exist that do things
I need the app to do, there is no need to create the features from scratch.

jQuery Validation
The jQuery Validation plug-in is used throughout the site. All forms on the
volunteer and admin views use this. It is a way of validating form fields on the client-side
before the data is sent to the server (Validation, 2012). This prevents an unnecessary trip
to the server, saving time. When working with mobile sites, it is best to keep network
traffic to a minimum (Sherwood, 2011). However if javascript is turned off on the clientside, there is still server-side validation being done with PHP to ensure the proper data is
being entered into the database. The following code is included on pages where forms
will require validation, such as the user registration and login pages. These pages contain
fields that are mandatory. The important part of this code is that the “class=required” is
added to the proper input fields.
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//include reference to the script in the HEAD
<script src="/lib/jquery.validate.js"></script>
//include it in the HTML
<input placeholder="Password" maxlength="40" type="password"
name="pass" id="pass" class="required" maxlength="20" value="" />

Figure 27 shows how the validation looks on the registration page. Error
messages will be in red below the proper fields.

Figure 27: User failed to fill in required fields

SimpleModal 1.4.1
SimpleModal is a “lightweight jQuery Plugin which provides a powerful interface
for modal dialog development” (Simple Modal, 2012). As seen in Figure 15, instead of
popping open a new browser window, a modal window floats above the current page with
CSS to give the illusion of a pop-up window. The user can easily close this window by
clicking anywhere outside the box. This is only used in the admin area.
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Modal windows provide the following advantages: First, it requires that the user
perform an action before it is closed. A pop-up window may lose focus if the user clicks
another browser window. Second, when a modal window contains a smaller element, the
user doesn’t need to load an entirely new page just to access it. Third, modal windows
allow you to save space by getting rid of large elements that don’t need to be on the main
page all the time (Cronin, 2009).
The example below is from the Users area in the administration page. When the
admin decides to edit a user's information, the browser window will open up with a width
of 600px and height of 500px. I made the choice to use pixels over percentages as the
admin will be viewing this page on a desktop computer and implementing responsive
web design does not make sense in this case.
//include reference to the script in the HEAD
<script src="/lib/jquery.simplemodal.1.4.1.min.js"></script>
//open the proper window when class “more” is chosen
$('.more').click(function (e) {
$.modal('<iframe src="'+this.href+'" height="500"
width="600" style="border:0"></iframe>'
{overlayClose:true,
onClose: function() {
window.location.reload(true);
}
});
return false;
});
//include it in HTML
<a href='admin-edituser.php?id=28' class='more'>John Cahill</a>
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DataTables
DataTables are used throughout the admin area. Using this plug-in greatly
improves the usability of the website, as it presents a table of data to the user that is fully
searchable, sortable, and paginated (DataTables, 2012). If the admin knows what they are
looking for, they can find it quickly and easily. This is an important feature to offer
admins, as the data will grow over time and this will make it more manageable. The
example below shows how the complete listing of shelters is listed in the admin area.

//include reference to the script in the HEAD
<script src="/lib/jquery.dataTables.min.js"></script>
//add to the jQuery
$("#sheltersTable").tablesorter();
//make sure to create an id in the table
<table id="sheltersTable">

TCPDF
TCPDF is a “PHP class for generating PDF documents” (TCPDF, 2012). It is used
throughout the admin area allowing the GMC to generate PDFs and print individual
reports. Calling it is as easy as pointing a link to the PHP file with the id set so it will pull
the correct report. The example below shows how the admin will generate the PDF from
the home screen dashboard of the admin area.
<a target='_blank' href='includes/pdf.php?id=47'>pdf</a>
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jQuery Mobile Datebox
DateBox is a “jQuery-mobile based date picker” (Sage, 2012). It is used within
the Volunteer View area. When the volunteer has to choose a date for a new trip, a
window opens and he just has to touch the proper date. It will default to the current date.
Figure 28 shows an example after selecting March 11.

//include reference to the script in the HEAD
<script src="/lib/jquery.mobile.datebox.min.js"></script>
//make sure date-role is set to datebox
<div data-role="fieldcontain">
<label for="visit_date">Date of Visit:</label>
<input name="visit_date" id="visit_date" type="date"
class="required date" data-role="datebox" data-options='{"mode":
"calbox"}'>
</div>

Figure 28: An example of a datebox
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PhotoSwipe
PhotoSwipe is an “image gallery for mobile and touch devices” (Photo Swipe,
2012). It is used in the Guide section of this project. The volunteer is able to view a best
practices guide about how best to do their job. The guide is presented as an image gallery
that the user can move through by swiping left or right. This mimics the motion of a
native app, providing users with a familiar look and feel. The code shows that to include
this feature, a stylesheet and a javascript file will need to be attached to the document.
Setting the table up correctly by attaching a class attribute in required.
//include references to the script and CSS in the HEAD
<link rel="stylesheet" href="/css/photoswipe.css" />
<script src="/lib/code.photoswipe.jquery-3.0.4.min.js"></script>
//create a list and give it the class of gallery
<ul class="gallery"><li></li></ul>

Graphics and Icons
I used a few graphics in this project. I wanted the site to have a clean,
minimalistic look. Using fewer graphics also means that the site will load quicker in low
data connectivity areas.
jQuery Mobile provides many different CSS styles that can be used on the site as
well as the ability to customize the look. There are three places where I decided to use
graphics and icons: the administration area, home screen, and the startup screen. Using
these icon images on the device home screen and start-up image is another way of
improving the usability of the users experience. They are already familiar with the look
and feel of how applications perform on their device. This is a great way to optimize the
site for mobile devices or “mobify the website” (Sherwood, 2011).
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Administration Area
I chose an icon showing a individual sleeping in a shelter to represent this
application. I felt it was an appropriate subject and would fit well. It has clean lines and is
very minimalistic which was the look I was going for. The image was taken from
http://www.iconspedia.com/ which allows free downloads under a creative commons
license (Creative Commons, 2012).

Figure 29: The icon chosen to represent this application

Home Screen Icons
The same icon was also used for the home screen which uses the apple-touch-icon
image tag (Apple, 2012b). When users bookmark the site, this image will show up on
their home screen — mimicking the look of a native app. To include this in my HTML, I
had to include the following line of code within the head of the document:

//include this code in the head of the document
<link rel="apple-touch-icon" href="/images/apple-touchicon.png" />
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Figure 30: Example showing how the icon mimics a native app.

Startup Image
Another way to mimic the look of a native app is to include a startup image using
the apple-touch-startup-image tag. When the user bookmarks the site to their homescreen
and opens the application, this image will show briefly. Using the iOS Developer Library
as reference, I was able to create a version for the iPhone and iPad whether it is in portrait
or landscape mode. As with the app-touch-icon, I had to include additional code in the
head of the document:
//code for iphone
<link rel="apple-touch-startup-image" href="/images/iphone.png"
media="screen and (min-device-width: 200px) and (max-devicewidth: 320) and (orientation:portrait)" />
//code for ipad held in landscape mode
<link rel="apple-touch-startup-image" href="/images/ipadlandscape.png" media="screen and (min-device-width: 481px) and
(max-device-width: 1024px) and (orientation:landscape)" />
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//code for ipad held in portrait mode
<link rel="apple-touch-startup-image" href="/images/ipadportrait.png" media="screen and (min-device-width: 481px) and
(max-device-width: 1024px) and (orientation:portrait)" />

Figure 31: Example of how the startup image looks on an iPhone.

Testing
Users Studies will be discussed in Chapter 5, but I want to explain the testing that
was involved. Since this app will be used in the field and away from desktop computers,
much testing of the volunteer section was done with phones and tablets. As I worked, I
verified that it worked on the device. If a problem arose, I would try the application with
the debugging tools supplied by Chrome.
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Tablets chosen were the iPad 2 and Kindle Fire. Phones chosen were the Android
and iPhone, as the following market share report shows that these two dominate the
market (Sibley, 2011).

Figure 32: Nielsen report showing the dominance of iPhone and Android

Mobile
There are many emulators available to simulate how webpages will look on these
devices, but I decided to use the physical devices for testing. This would match what the
user is actually seeing. Results were positive. The intended functions performed well and
the user interfaces matched across devices.
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Administration Area
The Admin area was tested next using desktop browsers. This area is not
recommended to be used on mobile devices, and the user is presented with an alert if they
do try to access it this way. The alert prompts the storage of a cookie so the user will only
see the message once if accessed from the same device. Browsers that were tested and
supported include Mac versions of Google Chrome, Safari 5.1.2, and Firefox 10.0.1.
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Chapter 5 User Studies

User studies were an important part of the development process for this project.
They allow the site to be tested by people who will actually use it. After working on the
site for the past nine months, there are areas that I became familiar with that others may
not be. It was great to have a second set of eyes.

Testing Scenario
A volunteer scenario was written up and distributed to two individuals familiar
with outdoor clubs and shelter maintenance. One has experience with quality assurance
and the other is an IT professional. I asked that one try out the process on their iPhone
and the other on their iPad.
The scenario they were given was as follows. They are volunteers for the Green
Mountain Club and have been assigned responsibility of maintaining a shelter/lean to on
the Long Trail. They had just come back or were on a maintenance trip and were asked to
enter in appropriate data to the sections and submit it for review to the GMC. They were
given no prior knowledge of the application, just the URL of the site. This is the first time
they are being introduced to the application and will have to register their account and set
up a new trip. I had them coordinate with me the exact time they were going through the
process so I could monitor the results in real-time using the phpMyAdmin tool.
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Feedback and Suggestions
Overall feedback was positive, with some great comments and suggestions that
will be implemented at a later date. “Overall I like it, nice way for people to input their
data. Most of the options are pre-populated to the answer that will suit most situations.
Good mechanism for GMC to track shelter/trail conditions and store in database.” Some
of their ideas follow.
Regarding the login form, they thought there should be more wording explaining
the minimum password requirements. The Forget Your Password button sends an email to
the users, and the users were not seeing this email. Upon second look they were showing
up in the junk mail folder. This was due to some email programs identifying the messages
as spam and sending them to different folders. The underlying problem will have to be
identified and research done on white-listing domains.
Another issue that came up was the apps inability to work without a network
connection, as they both turned this off on their devices. They mentioned that the places
they go may not have provider coverage which is a valid point. At the outset of this
project the goal was to incorporate offline storage on the device and the ability to sync up
once the user gets a connection back. I decided with my thesis director that due to time
constraints a network connection could be assumed.
The ability for the volunteer to submit images of the site/shelter/privy to the GMC
also came up. Again, this was in the proposal, but once I decided that the application
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would not be written as a native app, I found that Apple does not allow developers to
access the camera via Mobile Safari.
General user interface questions arose as well. One user questioned whether they
could delete a trip or not. That ability is in the app, so it may need to be made more
visible. Also my testers asked how to get back to the home screen after they submit a trip.
There is a small home icon that appears at the top of every screen.
One user tried to send alerts back to the GMC. However, the alert system is a oneway tool for the admins to send messages to the volunteers. A small amount of text may
be appropriate to make this clearer.
An issue came up with the amount of alerts and trips that will start to build up
over years as well. The removal of alerts was in the initial design but was dropped due to
time constraints. The past submitted trips were left in the project so the volunteer could
reference them at a later date. One idea for a future enhancement would be to make a
copy of a trip, then let the volunteer make edits to it.
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Chapter 6 Summary and Conclusions

Overall, I am very satisfied with how this project turned out. I was able to build
on the knowledge of technologies that I learned in class, as well as find technologies that
could adopt to this project. I was familiar with PHP and MySQL before the project began,
but only in terms of class assignments that would walk you through the process. With this
project, I was able to break out and design a database system to hold all the volunteer and
trip information as well as write PHP that would interact with this data. This was a
fulfilling experience as well as a great piece for my portfolio.
As mentioned, I decided in the Spring of 2011 to join Boston PHP, a meetup
group that discusses best practices with PHP, Web Development, and Open Source
technology. I began taking their virtual self-study course called PHP Percolate which
follows along with an intro to PHP book as well as allowing access into a forum where
we could post discussions and ask for help if we needed. This increased my comfort level
with the technology.
I also decided to take another virtual self-study course with the same group called
jQuery Jam. This followed along with the same idea as PHP Percolate but concentrated
on jQuery. Before this project began I had experience with jQuery, but needed a refresher
course. This proved to be very helpful as I moved along the project's path.
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The choice to use jQuery Mobile came out of my fairly limited use of jQuery in
my position as Web Services Manager at the Harvard Business school. When this project
began, I was deciding between the jQuery Mobile and Sencha Touch frameworks for the
project. I made the decision to use jQuery Mobile since it offered support of the
Phonegap framework, which would wrap the project with native iOS controls. There
were tutorials and forums that spoke of best practices, so that made it easier to choose
jQuery Mobile. As the project progressed, I determined that Apple would reject any
applications that required an email address to register, so I came up with the HTML 5
solution (Apple, 2012).
In retrospect, I could have gotten around this by creating a more general
application which had information about the Green Mountain Club, then offered an area
for volunteers to login. This came out of a conversation I had with the Green Mountain
Club about this project as they were interested in a more generalized application. With
this approach, I could have also been able to access the device's camera. As the project
was progressing, I was holding out hope that the October 2011 announcement from Apple
of the new iOS would offer more device support with Mobile Safari.
Another major item in the proposal that was not implemented was support for
offline users in the Green Mountains. This app will be used in the field and since a
network connection cannot be relied upon, it would have been great to have an offline
version. Due to time constraints, it was decided with the Thesis Director to assume the
user had a network connection.
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jQuery Mobile changed almost weekly during this project. I had to monitor their
blog for new updates and changes to the framework. New updates would not break any of
the pages, but I often found new features that would work well with my project. Every
few weeks or so I would browse through their demos and documentation areas and come
across new features that I did not know existed. For example, the search feature that is
found within the alerts and shelters area in Figure 9, etc. I was trying to create the best
user experience for displaying this data. Since it was going to grow large, I needed a way
to sort the data or paginate it. This search feature worked perfectly.

Meeting Goals and Project Requirements
Increasing user efficiency through user experience and usability was one of the
major requirements for this project. I feel that was met in many different ways.
First, the various plug-ins that were used on the administration screens made
sorting, searching, and viewing data very easy. Pages were designed with clean lines and
minimal graphics to help the user understand where to go and what to focus on. Second,
the forms were broken up for the volunteers into many steps so as not to overwhelm them
with one large form to input the data in. Checkmarks and highlights were used to show
their progress as seen in Figure 7. Thirdly, the checkboxes and radio buttons were set to
automatically default to the most common answer. This way, the volunteer could just
scroll through the list, noting anything out of the ordinary. And lastly, M. Firtman's
guidelines were followed which helped to keep the content minimized and organized on
the smaller mobile screens.
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Early on in the proposal stage of this project, the Green Mountain Club was
interested, but they did give me a word of caution. They reminded me that there is a
group of volunteers who are staunchly opposed to technology on the trail and hope to
separate phones, iPods, etc. from the hiking experience as much as possible. I feel
technology is hard to ignore, and this means of reporting can make some volunteers more
productive.
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